Semi-Quantum Random Number Generation
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1) The server prepares the state |+) and sends it to Alice.
2) Alice chooses randomly to Reflect the signal or to
Measure—-Resend, (recording the measurement re-

sult).
) Dl 3) Upon receiving Alice’s qubit, the server makes an X
gm %‘L your’ basis measurement and reports the outcome over a clas-
N sical channel (this channel need not be authenticated).
@™ . o If Alice chose Reflect, she should expect the
?{O)“’w NN message from the server to be “+” and any other
MWC\} response will be considered noise and will be later

factored into our security analysis.

e If Alice chose Measure—-Resend, she will have a
classical measurement outcome a € {0, 1}. Ideally,
the server’s message will be either “+” or “—”
randomly in this event.
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1) A quantum source, Eve, prepares an entangled state
T acp € Ha @ He @ He. The A and C registers are
each of dimension 2"V for user specified NV (as before,
N i1s the number of rounds used by the protocol). The
A system is sent to Alice while the C' register is sent to
the trusted server (who may also be Alice). Eve keeps
the F register private.

2) Alice, on receipt of the state, has two choices for
each round (i.e., each of the NN qubits), as in the
SQRNG protocol. We call these two choices here
Measure—-Resend and Reflect to keep the notation
consistent with the SQRNG case, however the operations
are different in the e-QRNG case. If Alice chooses
Reflect, she will measure that qubit in the X basis,
and abort the entire protocol if she observes |—). That
is, to simulate a true “reflection” in the semi-quantum
case, A will only continue with the protocol if she
measures and observes |+). We say Alice accepts the
state if she observes |+). Alternatively, if Alice chooses
Measure-Resend, she will measure that particular
qubit in the Z basis.

































3) The trusted server, on receipt of the C' system, simply
measures all N qubits in the X basis, and publicly
reports the outcome. Note that in the e-QRNG case, the
server is honest in this measurement and, in fact, this C
register measurement may even be done by Alice. Note
that this may be done before, in parallel to, or after
Alice’s operations in step 2.
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this is equivalent to applying an isometry U mapping
Eve’s ancilla and the Transit register into a quantum ancilla
for Eve and a Hilbert space spanned by all possible classical
messages that could have been sent -

After applying the
isometry U to the returning system and Eve’s ancilla from
her initial state preparation, she measures the message Hilbert
space. The measurement outcome determines the message
transcript she sends to Alice while the post measured system
represents her quantum ancilla in the event she had sent that
message using the quantum instrument attack.
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The A and C registers are sent to Alice and the trusted server
respectively (as discussed, the trusted server may in fact be
Alice in the e-QRNG protocol case).
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conditioned on Alice not aborting the e-QRNG
protocol (i.e., accepting the state |7)), the state collapses to
|10), the same state that would have been produced if the
SQRNG protocol had been run.

Finally, to prove claim (3), we note that if Equation 3
were produced by a collective attack, then Equation 4 would
be a product state also and the probability of accepting will
remain 1 implying that the probability of accepting any

V' 2ctp(©)
particular signal is exactly 1/2 completing the proof. []




















Theorem || implies that any attack against the SQRNG
protocol (whose security we want to prove) can be translated to
an attack against the e-QRNG protocol which: (1) produces the
same quantum system for Alice and Eve conditioned on Alice
accepting the e-QRNG state (thus any entropy computation
will be identical and any observed statistics will also be
identical 1n the accepting case); and (2) the probability of
accepting 1s strictly positive and known. Note that, even though
the e-QRNG protocol is highly inefficient, this 1s not relevant
as we are only interested in bounding the quantum entropy of
the e-QRNG protocol conditioned on a non-abort. This will
translate directly to a bound on the entropy of the SQRNG
protocol (which never aborts, unless Alice determines the
noise 1s too high - a threshold which we can compute later).
Thus, even though the e-QRNG protocol 1s highly inefficient,
this does not matter as it is only a theoretical tool for the
security proof and not an actual protocol to run in practice.
Note, also, that there are many more attacks against the e-
QRNG protocol, including attacks which would cause it to
always abort; however analyzing those “denial of service”

attacks are not relevant as they would never appear in the
SQRNG protocol.
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Our goal is to derive an asymptotic bit generation rate for
the SQRNG protocol. Consider a run of the SQRNG proto-
col where Eve employed some (unknown) attack described
by £, and © was Alice’s choice of operations resulting in
state |{»sornG). From Theorem , there exists an equivalent
quantum state [¢) produced by the e-QRNG protocol. We
will derive a bit generation rate for this e-QRNG state which
will translate directly to a bit-generation rate for the SQRNG
protocol. Since £ and © were arbitrary, our method will work
for any attack and choice of © for the SQRNG protocol thus
proving the SQRNG protocol secure.

We first assume collective attacks for the SQRNG protocol
(and thus, by condition (3) of Theorem |1 also for the e-QRNG
protocol state); namely, the state [¢)) may be described as a
product state [¢)) = | ,LL)@N with the probability of accepting
any particular signal state |u) is 1/2 (i.e., the probability of
Alice observing a |+) in |u) is 1/2) .
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where the |e, ) states are arbitrary (not necessarily normalized
nor orthogonal) states in Eve’s ancilla. Note that, when ¢ = 0
in the summation we actually mean a state of |+) while ¢ =1
implies |—).
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