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10.3 Theory of quantum error-correction

(Quantum states are encoded by a unitary operation > code subspace
into a quantum ervor-correcting code, formally defined as a subspace C' of some larger
Hilbert space. It is useful to have a notation for the projector onto the code space €,
so we use the notation P; for the three qubit bit flip code P = |000) (000] + [111)(111].
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In order for
error-correction to be deemed successful, we require that for any state p whose support
lies in the code €,

(Ro&)(p) x p. (10.15)

(T;\L O[um/\wﬁ GsTOY  corrsechtonN & On\a Chgfowb ?og stere> coithin
E&- ok %U&gj)cmg C, ‘(76\.9.&& Goe e ot e woont —to
(F—w}ed,’ wa& e UNY GJLEW e TOTS oot

: (2
e wn @O B L
. RS e ! ¥ e
<R cade zudogpate @
(%1@&5;.&& [; e m% ée/ﬂpova'm[j [eowe C - m TLC/DVO/{Z”
NOs ) |

y oo Tt
Py @ad)c 10k C D) T L
O))e/oaifom ;2 Pt PP g'



After encoding, the quantum state is subjected to noise, which moves the state outside the code subspace . A measurement called the syndrome measurement is then performed to diagnose the type of error. (A measurement that identifies the error without destroying the encoded state. It tells us, for instance, "which qubit flipped.")




































































































































You may be wondering why we wrote o rather than = in the last equation. If £ were a
trace-preserving quantum operation then by taking traces of both sides of the equation
we see that x would be =. However, sometimes we may be interested in error-correcting
non-trace-preserving operations £, such as measurements, for which oc is appropriate.
Of course, the error-correction step K must succeed with probability 1, which 1s why we
required R to be trace-preserving.





The guantum evvor-correction conditions are a simple set of equations which can
be checked to determine whether a quantum error-correcting code protects against a
particular type of noise £. We will use these conditions to construct a plethora of guantum
codes, and also to investigate some of the general properties of quantum error-correcting

codes.

Theorem 10.1: (Quantum error-correction conditions) Let (' be a quantum code,
and let P be the projector onto ', Suppose £ is a quantum operation with
operation elements { E;}. A necessary and sufficient condition for the existence
of an error-correction operation R correcting £ on (' is that

PE'E,P = a;,P, (10.16)

for some Hermitian matrix o of complex numbers.

We call the operation elements { E;} for the noise £ errors, and if such an R exists

we say that { E;} constitutes a correctable set of errors.
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10.4 Constructing quantum codes

Closiah  Liveas Codog

3

A linear code C encoding k bits of information into an 7 bit code space is specified
by an n by k generator matrix (G whose entries are all elements of Z,, that is, zeroes and
ones. The matrix (¢ maps messages to their encoded equivalent. Thus the £ bit message
a 15 encoded as G, where the message & 1s treated as a column vector in the obvious
way. Furthermore, the multiplication operation, and all our other arithmetic operations
in this section, are done modulo 2.
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just as we expect. The set of possible codewords for the code corresponds to the vector
space spanned by the columns of (7, so in order that all messages be uniquely encoded we

require that the columns of ¢ be linearly independent, but otherwise place no constraints
on (5.



























Definition 3.1. A classical code is a subset C C {0, 1}". It is linear code if C forms a
stubspace: for all .y € C, x + y € C. where & + y is bitwise addition modulo 2:

t4+y= (e +p (mod 2),....04 + yn (mod 2)) € C.

If € is a linear code, then we can take a basis for C, {g1....,m}, and write C =
span{gy, ... ge} = {bygy + < 4+ beg | by. .. B € {0,1}), The dimension of the code is
dim(C) = k, and we can think of the code as encoding £ bits (the b,’s) into n bits.

As a running example, consider the three-bit repetition code; C = {000,111}. This is a
linear code, and with g; = 111, {¢ } is a basis,
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The standard way to check if some bitstring & is in the code is by using parity checks.
For example, consider the three-bit repetition code again. To check if = is in the code, we
check if pairs of adjacent bits are equal: if every pair is equal, then all the bits are equal,
and the bitstring is in the code. We can accomplish this by measuring the parity of different
subsets of bits of r.

For this example, we would check the parity of pairs of adjacent bits, We can describe
our check with a bitstring fi; = 110, which means that we check the parity of the sum of
the bits where we have 1s, Alternatively, we take the dot product of the bitstring hy with 2
hy+ a2y = xy + ra. This is zero if and only if &y and 72 are the same, so for any bitstring = in
the code, we must have hy - x = 0. We also want to check if the second and third bits are
the same, and ks = 011 15 the corresponding parity check, We could also check if the first
and last bit are equal with the parity check hiz = 101, but this is redundant given hy and h;,
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Note that if h-x =0and i -y =0, then i - (z + y) = 0, so that parity checks behave
nicely with linear codes. This would not have been the case if we had asked for parity checks

of 1.
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Claim 1.2. A linear code C is generated by a basis of k vectors if and only if C+ 15 genevated
by a basis of n — k vectors,
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Since we defined a linear code to be any linear subspace of {0, 1}" then by above, C+ is
also a linear code and is known as the dual code of €. The generator matrix for C* is H
and its parity check matrix is G.

Now for all ¢ = (ey...., tn) € €' we have that
— By —] ey BT 0]
— hy — Ca g < & 0
H TR . L —. —
Bae —| Lt |t e € 0]

and more generally

Ry —
h I
H-G = ; o g2 o g =0

hrl-i‘

This leads to the diseussion of syndromes in the classical case. Notice that if we choose
any ¢ € (" and add an error e € E, our set of errors. Then for any parity check h, we have

h-let+e)=h-e4+h-e=0+h-e=h-e

More generally.

H{ie+e) =Hc +He = He

so the syndrome depends only on the error and not the codeword. This is exactly what we
saw in the the quantium setting.

In the classical setting, for E to be correctable, we need He, # He, for all .60 € E.
I words, we see that distinet errors lead to distinet corruption. This is in contrast with the
quantum setting where we saw distinct errors lead to the same corruption. The weight of an
error that can be corrected depends on the (Hamming) distance between codewords,



























Exercise 10.14: Write an expression for a generator matrix encoding & bits using »
repetitions for each bit. This is an [rk. k] linear code, and should have an rkxk
generator matrix.

Exercise 10.15: Show that adding one column of (¢ to another results in a generator

matrix generating the same code.

A great advantage of linear codes over general error-correcting codes 1s their compact
specification.
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In this definition an [, k] code 1s defined
to consist of all ri-element vectors & over 7> such that

Hzx =10, (10.57)

where H 1s an n — k by n matrix known as the parity check matrix, with entries all
zeroes and ones. Equivalently, but more succinctly, the code 1s defined to be the kernel
of H. A code encoding & bits has 2% possible codewords so the kernel of H must be

k-dimensional, and therefore we require that /1 have linearly independent rows.
| *ptmod = ke (1)
e C/:%‘%é zz ‘Ha‘—og °T l%

@U\ otlk \WJ«CQ @MO’Y(‘)X Zﬁvm o} &beﬂﬂté Og Aanenson k,
00{1'6\/;0 i:\' yiey  Kes (H)

) o e e
k =o- —X&;ch&bpm&mfr TORS 0/7{ Hy
— 1 bese Dk hm«(\ﬁ iodpendant  wouds

H ,{)\QDQ Iﬁmrs\g r}\OQQ%QﬂM TOW S (oJUL rrc>u35>

d@osinﬁ )—C\

n-Pxn

















Addvine ong Touw of Do (Pefd\‘% A edria o ooy
Apes Ok d/\m/\a& We code -

Using Gaussian elimination and swapping of bits it 1s
therefore possible to assume that the parity check matrix has the standard form
| AL, ], where A is an (n — k)x &k matrix.
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Exercise 10.18: Show that the parity check matrix / and generator matrix & for the
same linear code satsfy |[H G = ().
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Suppose an [n, £] linear code €' has a parity check matrix of the form
H = [AlI,_], for some (n — k)xk matrix A. Show that the corresponding
generator matrix is

o= [ L ] . (10.59)
— A
(Note that —A = A since we are working modulo 2; however, this equation also

holds for linear codes over more general fields than Z;.)
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The parity check matrix makes error-detection and recoverv quite transparent. Sup-
pose that we encode the message x as y = G, but an error e due to noise corrupts y
giving the corrupted codeword 3 = y + e,
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If we assume that errors occur on at most one bit, it is therefore possible to perform
error-correction by computing the error syndrome Hy' and comparing it to the different
possible values of He; to determine which (if any) bit needs to be corrected.

Suppose i and y are words of n bits
each. The (Hamming) distance d(x.y) between & and y is defined to be the number
of places at which r and y differ. Thus d((1,1.0,0), (0, 1,0, 1)) = 2, for example. The
(Hamming ) wewght of a word g 1s defined to be the distance from the string of all
zeroes, wt(x) = d(x, ), that is, the number of places at which & is non-zero. Note that

C;\ @rj) = \/\JCC?H'3>


































To understand the connection with error-correction suppose we
encode x as y = G using a linear error-correcting code. Noise corrupts the encoded bit
string producing 3’ = y+e. Provided the probability of a bit flip is less than 1/2, the most
likely codeword to have been encoded 1s the codeword y which minimizes the number of
bit flips needed to get from y to 3, that is, which minimizes wt(e) = d(y. y'). In principle,
error-correction with a linear code may be accomplished by simply replacing ' by such
a y. In practice this may be rather inefficient, since determining the minimal distance
d(y.y') in general requires searching all 2* possible codewords 3. A great deal of effort
in classical coding theory has gone into constructing codes with special structure that
enable error-correction to be performed more efficiently, however these constructions

are bevond the scope of this book.

anmple up<s

Suppose p = (.2, Each bit has a 20% chance of flipping, meaning the bits are more likely to

remain unchanged (1 — p = 0.8).

Case 1: Original codeword y, = 000

« Possible received strings y":
« 000: No Flips (probability 0.8% = 0.512),
« 001: One bit flipped (probability 3 - 0.2 - 0.8 = 0.384),
« 011: Two bits Flipped (probability 3 - 0.22 . 0.8 = 0.096),
« 111:All bits flipped (probability 0.2* = 0.008).

Observations:
« The most likely string is 000, the original codeword.
= Strings closer to 000 in terms of Hamming distance (e.g., 001) have higher probabilities than
strings farther away (e.g., 111).

Decoding:
IFy' = 001, the algorithm calculates the Hamming distance to both codewords:

d(001,000) = 1, d(001,111) = 2.

Thus, i/’ is decoded as 000, the correct codeword.

Example 2: p = %
Now let p = 0.5. Each bit has an equal chance of flipping or not flipping.
Case 1: Original codeword y;, = 000
« Possible received strings y':
« 000: No flips (probability 0.5° = 0.125), r
« 001: One bit flipped (probability 3 - 0.5° = 0.375),
« (11: Two bits flipped (probability 3 - 0.5* = 0.375),
« 111: All bits flipped (probability 0.5% = 0.125).
Example 3: p > %
Now let p = (.8. Each bit is more likely to flip (1 — p = 0.2).
Case 1: Original codeword y; = 000
« Possible received strings y":
« 000: No Flips (probability 0.2* = 0.008),
« 001: One bit flipped (probability 3 - 0.8 - 0.22 = 0.096),
« 011: Two bits flipped (probability 3 - 0.8% - 0.2 = 0.384),
« 111: Al bits flipped (probability 0.8° = 0.512).

Observations:
+ The most likely string is 111, not 000.

» The noise overwhelms the signal, and 111 is incorrectly interpreted as the original codeword.

Decoding:

IF g,.'r — 111 1, the algorithm calculates:

d(111,000) = 3, d(111,111) = 0.

Thus, i/’ is decoded as 111, which is incorrect.

















We define the distance of a code to be the minimum distance between any two codewords,
WWAANANNANANNNNASNANY T

d((') = min  d(r, y). (10.6(0)

el e 3=y

But d(:x, y) = wt{x + y). Since the code 1s linear, . + ¥ is a codeword if & and y are, so
Pl A i ’\—&————_\

we see that C & o ods |

dCY= min  wiz).| eraeC=axee Co(1061)

_r'I'Ef'__r = i

Setting d = d{C"), we say that C' is an |n, k. d] code. The importance of the distance is
that a code with distance at least 21 + 1 for some integer ¢ 1s able to correct errors on up
to ¢ bits, simply by decoding the corrupted encoded message i as the unique codeword
y satisfving d{y. ') < 1.
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Exercise 10.20: Let H be a parity check matrix such that any d — 1 columns are
linearly independent, but there exists a set of d linearly dependent columns.
Show that the code defined by H has distance d.
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Exercise 10.21: (Singleton bound) Show that an [n. k, d] code must satisfy
n—k>d-1.
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A good illustrative class of linear error-correcting codes are the Hamming codes. Sup-
pose r = 215 an integer and let f be the matrix whose columns are all 2" — 1 bit strings of
length r which are not identically 0. This parity check matrix definesa [27 — 1,27 —r — 1]
linear code known as a Hamming code, An especially important example for quantum
error-correction is the case » = 3, which 1s a [7, 4] code having parity check matrix:

0001 111
H=10110011]. (10.62)
1 0'1 0 1 0 1

Any two columns of H are different, and therefore linearly independent; the first three
columns are linearly dependent, so by Exercise 10.20 the distance of the code is 3. It
follows that this code is able to correct an error on any single bit. Indeed, the error-
correction method is very simple. Suppose an error occurs on the jth bit. Inspection
of (10.62) reveals that the syndrome He; is just a binary representation for j, telling us
which bit to thp to correct the error.























Exercise 10.22: Show that all Hamming codes have distance 3, and thus can correct

an error on a single bit. The Hamming codes are therefore [27 — 1,27 —r — 1, 3]

codes.

r > 2 isan integer and let H be the matrix whose columns are all 2" — 1 bit strings of

length - which are not idenucally 0. This parity check matrix definesa [27—1,2" —r—1]
Pr————— po T -
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Figure 1: A visual representation of the [7,4, 3] Hamming Code. To send bits xy, ra, x4, 14,
we add three parity check bits, so that the sum of the elements of each cirele (when viewed
as elements of Fa) is ()































Calculating the distance Why is the distance 37 Note that if we Hip ry, 24, 24 the parity
check bits are all still correct, so the distance is < 3. As this code is linear, the distance
is equal to the minimum hamming weight of a nonzero codeword. Note that if we put 0
evervwhere but 1 for a p or one of the rs, at least one parity will be wrong, so there are no
codewords of hamming weight 1. Note that once we place a 1, we must also Hip another bit
in the circles containing the 1 in order to either change the parity bit or make the parity bit
right, If we Hip x4, then we need to Hip a bit in each of the three cireles, which we can not
as a4 is already taken. If we Hip xy, wo need to Hip two eireles, but as xy must be 0 and = is
taken, we can not Hip both of the two cireles. Therefore by svmmetry all of the s must be
(), But then once we flip a p there are no more elements to fip in the same circle. Therefore
there are no codewords of size < 2,





We conclude our survey of classical error-correction by explaining an important con-
struction for codes known as the dual construction. Suppose C' is an [n. k] code with
generator matrix (¢ and paritv check matrix H. Then we can define another code, the
dual of €', denoted € "L to be the code with generator matrix H' and parity check
matrix 7. Equivalently, the dual of C consists of all codewords i such that y is or-

thogonal to all the codewords in €.
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if a code is self-dual., then its length n must be even. and its

dimension must be n/2.
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To detect where bit flips occurred it 1s convenient to introduce an ancilla containing
sufficient qubits to store the syndrome for the code ('}, and initially in the all zero state
|0). We use reversible computation to apply the parity matrix H, for the code (7}, taking

,9(+‘j+€,>’0> -~ \m+&5+€,>\\r]|(m+3+ei)>: l'al+§f+ €>l H‘€|>

2ince H@Hﬂ}fre) HEy+He, = oy He, = BE sven
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Exercise 10.26: Suppose [ is a parity check matrix. Explain how to compute the
transformation |z)|0) — |2)|Hx) using a circuit composed entirely of
controlled-NOTs,
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Error-detection for the bit flip errors is completed by measuring the ancilla to obtain the
result Hyey and discarding the ancilla, giving the state

v’r—‘ SNk ), (10.67)
yed]
Knowing the error syndrome H ¢ we can infer the error e since '} can correct up to ¢
errors, which completes the error-detection, Recovery 1s performed simply by applving
NOT gates to the qubits at whichever positions in the error ¢; a bit flip occurred, removing
all the bit flip errors and givinir the state

fT;- D (=) z 4 y), (10.68)
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Exercise 10.25: Let C be a linear code. Show that if x € C'* then
Zu._:rr{—]}-r-g# = !C-.L while if = & C'* then Z”g('(_ 1)*¥ =0,
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which looks just like a bit fhp error described by the vector e;! As for the error-detection
for bit flips we introduce an ancilla and reversibly apply the parity check matrix H; for
('5" 1o obrain H;ez, and correct the *bit flip error’ e,

(10.72)
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Summarizing, suppose C'y and (' are [n, k] and [n, k7] classical linear codes, respec-
tively, such that (', © '), and both 'y and €'5* can correct errors on up to ¢ bits. Then
CSS5(C, C5) is an [n, by — k;] quantum error-correcting code which can correct arbitrary
errors on up to f qubits. Furthermore, the error-detection and correction steps require
only the application of Hadamard and controlled-NoOT gates, in each case a number linear
in the size of the code. Encoding and decoding can also be performed using a number of
gates linear in the size of the code
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The basic idea of the stabilizer formalism
is that many quantum states can be more easily described by working with the operators
that stabilize them than by working explicitly with the state itself,

[t turns out that many quantum
codes (including CSS codes and the Shor code) can be much more compactly described
using stabilizers than in the state vector description. Even more importantly, errors on
the qubits and operations such as the Hadamard gate, phase gate, and even the controlled-

NOT gate and measurements in the computational basis are all easily described using the
stabilizer formalism!

Pauli group G, on n qubits| For a single qubit, the Pauli group is defined 1o consist of

all the Pauli matrices, together with multiplicative factors £1, 4

Gy ={£l, il , £X, i X, £Y, +iY, £ Z, +iZ}. (10.81)

This set of matrices forms a group under the operation of matrix multiplication.

The general Pauli group on n gqubits is defined to consist of all n-fold tensor
products of Pauli matrices, and again we allow muluphicative factors 1, £4,
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Suppose S 15 a subgroup of &,
and define Vs to be the set of i qubit states which are fixed by every element of 5. Vy is
the vector space stabilized by S, and S 1s said to be the stabilizer of the space Vs, sinee
every element of Vg is stable under the action of elements in 5.
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